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The 21 CFR Part 11 console is a new feature of the Analysis Software v4.0 for the
Applied Biosystems 8200 Cellular Detection System (CDS). The FDA Title 21 Code
of Federal Regulations Part 11 regulates electronic records and electronic signatures.
The console allows a customer to integrate the 8200 CDS in to the customer’s

21 CFR Part 11 compliant workflow. The 8200 CDS with Analysis Software v4.0 is
not validated as 21 CFR Part 11 compliant because Applied Biosystems did not
perform system level testing of the 21 CFR Part 11 requirements.

IMPORTANT! Your company must ensure that all parts of the FDA regulation are
followed. For more information on complying with the FDA Title 21 Code of Federal
Regulations Part 11, refer to the FDA website:

http://www.fda.gov

The purpose of this guide is to describe the configuration and management tasks
related to the 21 CFR Part 11 console.

The 21 CFR 11 console in 8200 CDS Analysis Software v4.0 provides useful
security and monitoring features (Table 1)
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Table 1 8200 CDS Analysis Software v4.0 21 CFR 11 console features

Category

Features

Security

The security features prevent unauthorized access to the 8200 CDS Analysis
Software by:
e Authenticating each user’s login information.

e Automatically locking out access and requiring reauthentication if a user
remains inactive for a set period of time.

e |Logging any unauthorized attempts to access the 8200 CDS Analysis Software
in the Event Log.

¢ Verifying each user’s permission to perform predefined Controlled Activities.

¢ In the run file, detecting changes to data that have occurred while the 21 CFR
Part 11 is enabled.

E-Signatures

The E-Signatures features regulate electronic signing by:
¢ Verifying each user’s permission to record an E-Signature.
e Recording E-Signatures for predefined events.

¢ When an E-Signature is required for an event, restricting the actions users can
perform if a current E-Signature is not recorded.

¢ Including all current E-Signatures when data are printed or exported.

Data auditing The data auditing features track changes to 8200 CDS Analysis Software data by:
¢ Storing audit trails to independently record the date and time users create,
delete, or update 8200 CDS data.
¢ Allowing users to review the audit trails.
Instrument The instrument features determine the validity of source data by:
¢ Authenticating that the connected instrument is an Applied Biosystems 8200
Cellular Detection System.
e Recording the instrument’s serial number.
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To customize the 21 CFR Part 11 console for your company, configure the console
features as summarized in Table 2.

Table 2 Workflow summary for configuring the 21 CFR Part 11 console

Task

Software Location

Login as Administrator.

Analysis Software

Open the console.

Analysis Software » Tools » 21 CFR Part 11 » Open
21 CFR Part 11

Define the scope of user and data auditing security.

21 CFR Part 11 console, Administrator Settings tab)

Specify the tasks to be audited and tasks to require E-
Signature.

21 CFR Part 11 console, Audit and E-Sig tab

Set up user accounts for existing groups. For each user,
enter the user name and assign a password and

group(s).*

21 CFR Part 11 console, User and Groups tab

(Optional) Create and assign users to new groups.

21 CFR Part 11 console, User and Groups tab

I After installing the 8200 CDS Analysis Software v4.0, all users and groups created in 8200 CDS Analysis Software v3
must be re-created. To assign a user to a new group, first create the user group, then create or edit the user account.

To back up the configuration settings, groups, and users, go to Analysis Software » Tools » 21 CFR
Part 11 » Backup (for information see “Appendix A Configuring the Console Reference Guide” on page 9).

To copy configuration settings, groups, and users to additional computer(s), see “Copying Configuration
Settings, Groups, and Users to Additional Computer(s)” on page 7.
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Installation

Backup all data files to another location, then install the Analysis Software
version 4.0 according to the instructions and installation wizard prompts.

IMPORTANT! During the installation process, the previous version of Analysis
Software is removed, including the data files, users, and groups. Be sure to save the
data back up file(s) to your network, USB device, or other safe site/media before
beginning installation.

After installation is complete, delete the AppliedBiosystems/8200 Analysis
Software folder. There is no space between “Applied” and “Biosystems”. The folder
with a space, Applied Biosystems/8200 Analysis Software folder, contains the

8200 Analysis Software version 4.0 files.

To log in for the first time after installation:

1. Double-click the 8200 Analysis Software icon on the desktop. The login
window is displayed.

2. Enter the default user name Administrator, the default password Administrator,
and the default group Admin JT (Figure 1). The user name and password are
case sensitive and must be capitalized.

!
8200 nalysisSoftware i CER part s diEnayes JJQI

S200

Cellular Detection System
Analysis Software
Copyright 2007 Applied Biosystems.,
All vights reserved.

wd4,0d7

March 13 2007

F% 21 CFR part 11 Enabled

Applied
BigEystems

User Mame: Administratar

Password: | AEEEEREEEREEe

Group: Admin T D

[ Login ] [ Exit I I Change Password ]

Figure 1 Accessing the 21 CFR Part 11 console

Applied Biosystems recommends that you change the default password immediately.
To change the password, select Change Password and follow the directions that are
displayed. The password can be 6 to 30 characters and can include a blank (excluding
the first or last character) and other special characters, such as hyphens.
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Accessing the Console:

1. Login using the Administrator user name, password, and group. The Analysis
Software window (Figure 2) displays.

LSO ANRIYSISISoftWaresmR Ut anone

Filz “iew I[nstrument Help
O = & Assay Manager...
Flates E
Scatterplot 3D
Options... itart a run to see data in this w
Cpen Console...
Configure Plate... Backup...

Figure 2 Excerpt of the Analysis Software window

2. From the Analysis Software file menu, select Tools, then 21 CFR Part 11, then
Open Console (Figure 2). The console is displayed (Figure 3).

2 CERP At AN trationmEensele JJE

Admiristrator Settings | sudit and Esig | Users & Groups | History Records

Review the current admin settings for password policies, session configuration, event log configuration, and
e-signature checksum restare below. If you make any changes select the *Apply Changes® button for your changes to
take effect.

21CFR is currently Enabled [] &llows users ta restare checksum

Mazximum Login Atkempts: 10 Set Password Lifetime to &0 Days

If Login Failure Suspend User for | 19 Hours Prevent Password Reuse for | 60 Days

Lockout User if Application is Inactive for 20 minukes

Select Logging Threshald: | INFO D

Ermail Motification

Select Notification Threshold Level: | INFO D

Address:

SMTP Server: SMTP Part:

Reply To:

[ Apply Changes ] [ Reset to Default ]

Figure 3 The 21 CFR Part 11 Console window
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Configuring the Console

Configure
Administrator and
Audit and E-Sig
Settings

Set Up User
Accounts for
Existing Groups

Create and
Assign Users to a
New Group

For information, see “Define the Scope of User and Data Auditing Security” on
page 9 and “Specify Audited and E-Signature Tasks” on page 10.

L.

2.
3.

In the Administrator Settings tab, set the:
* 21 CFR 11 Policies
» Password Policies
* Session Configuration
* Event Log Configuration

Click Apply Changes.

Click the Audit and E-Sig Settings tab, then:
+ Select each item to audit and the corresponding setting

» Select each item for E-Signature and, if necessary, overwrite or delete the
corresponding meaning text.

» If necessary, overwrite or delete the current E-Signature challenge text.

When the tab window is closed, the information is saved.

For information, see “Set Up User Accounts” on page 12.

1.
2.

3.

In the Users and Groups tab, click Users. The Users window is displayed.
Set up user accounts for the existing groups (Admin JT, Default, R&D) by
clicking New User, then, in the Create New User window:

* Define the new user

* Setup the password

» Assign the group

Click Save User

For information, see “(Optional) Create New Groups” on page 14.

1.
2.

In the Users and Groups tab, click Groups. The Groups window is displayed.

Set up the new group by clicking New Group, then, in the Create New Group
window:

* Define the new group

+ Select permission(s) for the group

» Select user(s) to assign to the group

Click Save Group.

To assign the group, create or edit the user account.
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Backing Up the 21 CFR Part 11 Console Configuration
Settings
To back up the 21 CFR Part 11 Console settings and the Auditing and E-Signature
Events in the History Records:
1. Login to the 8200 CDS Analysis Software as Administrator.

2. From the Analysis Software file menu, select Tools » 21 CFR Part 11 »
Backup.

3. In the dialog box, enter a backup file path and name (for example: C:\8200\
backup02Aug2007).

IMPORTANT! If a file with the same name exists, the previous data is
overwritten.

4. Click Save. A directory containing three file folders and two files is created.
The backup dialog box closes. Use a compression utility such as WinZip® to
compress and group the files in to a single archive file.

D Address | C:\8200%backupO2AUg2007
Narme Size | Type Date Modified

File and Folder Tasks 2 e File Folder 8/2/2007 9:34 AM

9 Make 5 riw Foldsr =)log F!Ie Folder 2/2/2007 9:324 &AM

T T—. Z)seg0 File Folder 2/2/2007 9:324 &AM

@ e D R DS Stmp File Folder 8/2/2007 9:34 AM
B2 Share this Folder [ db.lck 1KB LCK File 3/12/2007 9:54 AM
=) service.properties 1KB PROPERTIES File 3/12/2007 9:55 AM

Figure 4 Contents of the backup folder

Copying Configuration Settings, Groups, and Users to
Additional Computer(s)

To copy the 21 CFR Console configuration to other computers that have the
8200 CDS Analysis Software v4.0 software installed:

1. Back up the console (see “Appendix A Configuring the Console Reference
Guide” on page 9) immediately after configuring the console. You can save the
back up file to your network, USB device, or other safe site/media.

2. Exit the 8200 CDS Analysis Software.

3. On the additional computer, browse to C:\Program Files\Applied Biosystems\
8200 Analysis V4.0 (or the folder where you installed the 8200 software).
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4. Delete the folder named “TA”.

= A
. File Edit Wiew Favorites Tools  Help
eBack 2 | 1.-? /..-\JSearch i Folders ' x > | I K’ 1.-‘/

 Address |3 Ci\Program Files\applied Biosysterms\g2004a

Mame Size  Type
File and okl S AREEE A g File Folder
=) Make a new Folder (Dyseqn File Folder
@ Publish this folder to th Stmp File Folder
@ Ty Bdb.ick 1KE LCKFile
2 hare this Folder = service.properties 1KB PROPERTIES File

Figure 5 A folder location and contents

5. Browse to the folder where you stored the backup file.

6. Copy the backup file to the C:\Program Files\Applied Biosystems\
8200 Analysis V4.0 (or the folder where you installed the 8200 software).and
rename the folder “IA”

IMPORTANT! When saving the 21 CFR Console configuration settings, all Auditing
and E-Signature Events in History Records are saved also.
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Appendix A Configuring the Console Reference Guide

Overview

Define the Scope
of User and Data
Auditing Security

Note: When reviewing your selection of tasks or permissions, such as an Enabled
box, a check mark indicates that the task or activity is enabled (for example, selected
or permitted). A blank box indicates that the item or activity is disabled or not
permitted. See Figure 6 on page 10 and Figure 7 on page 12.

Similarly, a check mark in the category check box indicates all tasks or activities in
the category are enabled. A blank category check box indicates all tasks or activities
in the category are prohibited. A hyphen in the category check box indicates some
tasks or activities in the category are enabled and some are disabled.

In the Administrator Settings tab (Figure 3 on page 5), make entries in the following
sections:

21 CFR 11 Policies

— Ifnecessary, enable the 21 CFR 11 utilities by clicking the Enabled button.
The button changes to “Disable 21 CFR.”

— (Optional) Click the “Allow users to restore checksum” check box to prevent
opening a run file that has been altered without using the 8200 CDS Analysis
Software (for example, copying data files in to the run file).

The Checksum feature sums the data electronic bits, and stores the resulting
value. The value is updated when a user closes a run file, opens or creates a
run file, and exits the 8200 Analysis software. The next time data is accessed,
the Checksum feature sums the data electronic bits and compares the result to
the previous checksum value. If the sums match, the data is accepted as
changed only through the 8200 CDS Analysis Software.

If the sums are different, the 8200 CDS Analysis Software displays a failed
validation message. If the user is permitted to restore checksum, the user can
choose to update the checksum value and open the data file as fully
accessible. If the checksum value is not updated, the file can be opened as
read-only.
Password Policies - Enter the number of times a user can enter an incorrect
password (Maximum Logon Attempts field) before being locked out and the

time frame of the lock out (If Login Failure Suspend User for “number of”
hours) field.

IMPORTANT! If you enter 0 in the Maximum Logon Attempts field, the user
will never be locked out.

Enter the maximum days a specific password can be used (Set Password
Lifetime to “number of” Days), and the number of days before the password can
be reused (Prevent Password Reuse for “number of” Days).

Session Configuration - Set the amount of time a user can remain inactive (no
mouse or keyboard activity) before the 8200 CDS Analysis Software
automatically locks out access and requests re authentication.

IMPORTANT! If you enter 0 minutes, the 8200 CDS Analysis Software will
never time-out.
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* Event Log Configuration - Select the logging threshold to set the type of
records that are logged into the history file. The history file stores all records
relating to global changes and all runs in Security Events, Audit Events, and E-
Sig records.

Note: Audit and E-Signature Events for an individual run are stored in the
corresponding run number file. History file records are stored independent of
the run file and are a compilation of events from all runs.

To log:

— No events, select Off. No history is saved.

— Severe events (such as Login Failure Exceeding Max) only, select Severe.

Warnings (such as User Authentication Failure, Login Failure) and Severe
events only select Warning.

Every event (such as User Authentication Success; all Warning and Severe
Events), select Info.

See “Appendix A Configuring the Console Reference Guide” on page 9 for a list of
events and the corresponding logging threshold.

Similarly, select the events that trigger email notification, then list the email
addresses of the appropriate people to receive the notification. Your Information
Technology (IT) group can supply the server and port information. Next enter the
contact information to which the notified people can respond. Click Test Email
Configuration Settings to send test emails to the addresses entered.

Click Apply Changes. The changes are saved. The window remains open.

Specify Audited The Audit and E-Signature feature allows the administrator to select the activities to
and E-Signature be tracked and actions that require E-Signature. Changes to your selections are
Tasks automatically saved by the software.
2 CERAP At A dminiEtrationEensele _J _J Lz
Administrator Settings | Audit and Esig | Users & Groups | History Records
Select ko enable auditing and e-signature items For those items listed in the tables below, If auditing is enabled, select whether auditing will be required and prompt users ko state a reason
for changes or if it will be silent.
AudtSetings  ESgnamwreSetings

Audit Tkerms Enabled Setting iChallenge Text: | Enter the challenge text here,

=! (e E-Sig Item Enabled Meaning Text
Table Calumns Silent = 8200 Action Group =
Cutlier Analysis Required #3200 Assay Manager:Delete Enter the meaning text For the ackion: 8200..,
General Required S200:Assay Manager:Edit Enter the meaning text For the ackion: 8200..,
Plate Maming Required B200:Assay Manager: Import O Enter the meaning text For the ackion: 8200..,
Image Analysis Required S200:Assay Manager: Mew O Enter the meaning text For the ackion: 8200..,
Plate Analysis Required S200:Assay Manager:Open O Enter the meaning text For the ackion: 8200..,
Define Gates Required #200:Configure Plate:Open O Enter the meaning text For the ackion: 8200..,
Define Populations Required S200:Instrument: Delayed Start Enter the meaning text For the ackion: 8200..,
well Setup Required S200: Instrument: Open & Eject O Enter the meaning text For the ackion: 8200..,
Instrument Required 5200:Instrument: Pause O Enter the meaning text For the action: 8200...

= Assay Manager 8200 Instrument:Run O Enter the meaning text For the action: 8200...
Assays Required S200:Instrument: Stop O Enter the meaning text For the ackion: 8200..,

| Options = 3200:Options:Enable Remaote O Enter the meaning text For the ackion: 8200..,

Figure 6 Audit and E-Sig tab
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Audit Settings

In Audit Settings, click in the corresponding Enabled box to select each activity that
will be tracked when the 21 CFR Part 11 console is enabled. A check mark indicates
the activity is tracked. Select the guidelines for recording changes and a reason for
change as defined in Table 3.

Note: Assay Manager tracks activities such as modifying, copying, deleting, or
making additions to the assay file.

Table 3 Reason for Change configurations

Audit ltem
Configuration

Description Audit Trail

Enabled and silent
(Enabled box displays
a check mark; setting
box displays Silent.)

Saved changes are recorded when an enabled audit item All saved changes are recorded
is created, deleted, or updated. A Reason for Change in the run file’s Individual Audit
Entry dialog box is never displayed. Trail. Transactions are recorded
for the life of the file.

Enabled, with Reason
For Change Required
(Enabled box displays
a check mark; setting
box displays
Required.)

Saved changes are recorded when an enabled audit item
is created, deleted, or updated. A Reason for Change
Entry dialog box is displayed and the user may enter a
reason for the change or close the dialog box.

Disabled (Enabled
box is blank; setting
box displays
Required or Silent)

Saved changes are not recorded. A Reason for Change An Individual Audit Trail is not
Entry dialog box is never displayed. maintained for the file.

E-Signature Settings

In E-Signature Settings section, the text in the challenge text field displays in every
E-Sig item dialog box. You can enter a statement such as “Your signature is required
for 21 CFR Part 11 compliance,” a legal statement, or a directive about an action the
user may need to perform to return to their previous action.

Click in the corresponding Enabled box to select the activities that will be tracked by
the software and require an E-Signature. Enter a message in the meaning text field
that displays each time that item occurs, such as message explaining what the user is
signing.

IMPORTANT! You must enter an appropriate message in order to conform to 21 CFR
Part 11.

The default challenge or message text displays unless overwritten or deleted. The text
you enter is saved when the dialog box is closed.

8200 CDS Analysis Software 21 CFR Part 11 Console User Bulletin 11
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Set Up User  Set up an account for each user by completing the Create New User window in the

Accounts  Users and Groups tab User section (Figures 7 and 8).

L CER PRt N d ministrationiConsole

Administrator Settings | Audit and Esig | Users & Groups | History Records

- Bx

Review the current flist of users and groups set up for the system. Details for sefected user or group are provided in the botiom panes

Users Groups

G Select a user fram the table ko view details below aor select the "Mew User" buttan to set up access for a new user,

Display Columns ¥ Filter Users | All Users

User Name: Description Full Marme Status Account Created On Password Last Changed
Default corresponds ta old default... Default User Active Dec 4, 2006 3:22:21 PM Mar 14, 2007 3:25:26 FM
R&L Default R&D user RD Active Dec 4, 2006 3:27:11 PM Mar 14, 2007 5:25:28 PM
Administrator Administratar Admin User Active Ock 13, 2005 11:31:13 AM - Mar 14, 2007 312525 PM

Set Password to Pre-Ex...

|
|
|

Groups Assigned to User R&D E‘ Instrument

[ Gervice

Delayed Start

Pause

Figure 7 Users and Groups tab, Users section

l\Create New User

* Jser Name: | |

# Status: active name before submitting.

Description:

* First Mame: * Last Mame:

*  Enter Password:

[[] Password Pre-Expires

*  Re-Enter Password:

Create a new user by entering a user name, selecting the status, entering a description, firs and last name, setting the password, and selecting the group(s) ta
associate with a user, When you are done select the "Save User" button,

User names cannot be changed once a user is saved to the system, Make sure you have entered the proper user

X]

Select & Group
[ tnstrument
[] &dmin 3T

[] Default

[]r&D

[ service
[] Delayed Start

[ Pause

Figure 8 Create New User window
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Create a New User Account

In the Create New User window, enter a User Name, assign Status, and enter First
and Last Names. Be sure to enter the user name and first and last names accurately.
Be aware that:

* The user name can be up to 30 characters and can include a blank (excluding the
first or last character).

+ User names can be retired, not deleted or changed after creation. Retired user
names cannot be re-used. To be able to log in, a user name must be active.

* First and last names are required for recording E-Signatures. A blank first or last
name prevents the user from recording E-Signatures.

+ First and last name pairs can be re-used. A single user may have more than one
user account on the same computer. For example, George W. Bush has one
account with user name “BushG”, First name “George,” Last name “Bush”. Mr.
Bush has a second account with user name “BushGW, First name “George,”
Last name “Bush”.

» Several users may be using the same computer. For security, the Administrator
may have one account for administrative purposes and one account for running
the system.

Setup Password

A password is necessary for log in. A blank password prevents the user from logging
in. The password can be 6 to 30 characters and can include a blank (excluding the
first or last character). You can enter a default password. To ensure that the user
changes the default password immediately, set the password to pre-expire. The user is
required to change the password after logging in once with the default password.

The Password Lifetime (see “Define the Scope of User and Data Auditing Security”
on page 9) ensures that the user changes the password on a regular basis.

Select Groups

Select the Group(s) the user can be associated with. A user can be assigned to
multiple User Groups. When a group is selected, the permissions are displayed in the
activities window. The permissions are displayed as read-only. To change
permissions for the group, edit the group.

8200 CDS Analysis Software 21 CFR Part 11 Console User Bulletin 13
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(Optional) Create  There are three predefined groups that assign the same permissions and exclusions to
New Groups users:

* Default — Users are permitted to login only. They are prohibited from all
activities. The user name/password at installation is Default/Default.

* R&D — Users are permitted to perform all activities except 21 CFR Part 11
console activities (for example, configuring the console or setting passwords
and policies). The user name/password at installation is R&D/R&D.

* Admin JT — Administrator users are permitted to perform all activities. The
user name/password at installation is Administrator/Administrator.

The Users and Groups » Group feature (Figure 9 on page 14) allows the
administrator to create user groups and specify the permitted 8200 CDS Analysis
Software v4.0 controlled activities (see Figure 10 on page 15).

Note: The first time you configure User and Groups after installing the 8200 CDS
Analysis Software v4.0, create all required groups first without assigning users.
When completed, set up user accounts, then return to the group by clicking Users and
Groups » Group » Edit Group. The users you created can then be selected and
assigned to the group. Later, as new users are added to the system, you can set up the
user account and assign the group in the Create New User window.

When creating a new group, be aware that:

» Users can be assigned to multiple User Groups.

» After logging in the 8200 CDS Analysis software with one of the User Groups
to which a user belongs, the user is allowed to perform any activity that is
permitted for that group.

rationtonsole _JJE

History Records

2 CERAP At KA i

Administrator Settings | Audit and Esig

Review the current list of users and grolps set up for the system. Detalls for selected user or graup are provided In the botta...

Users | Groups

a | n " g
a Selec.t agroup from the table to view details below or selet the "Mew Group" button to setup T hem Group ] Y [ Edit Group ] [ Delete Group
permission for new group, \\\ )
Display Columns ¥ Filker Groups | All Groups

Group Mame Description Created On Last Edited # Users Assigned
Default Dec 4, 2006 3:21:36 PM Dec 4, 2006 3:21:36 PM 1
R&D Dec 4, 2006 3:26:39 PM Dec 4, 2006 3:26:39 PM 1
Admin T Ock 13, 2005 11:31:13 AM Ock 12, 2006 5:31:44 PM 1

Figure 9 Users and Groups tab, Groups section

14 8200 CDS Analysis Software 21 CFR Part 11 Console User Bulletin



Appendix A Configuring the Console Reference Guide

Create a New Group

1. In the Groups section, select New Group (Figure 9). The Create New Group
window is displayed (Figure 10 on page 15).

NGreatesNewiGroup X

Edit group properties then select the "Save Group” button ko return back to the console,
* = Required

1. Define Mew Group
* Group Mame:

Description:

2. Select Permissions and Lsers

Set Permissionis) for Group: Select Users ko Assign to Group:
[ select All Permissions [ select Al
[ tnstrument _ [ Default
[]reD
..... [ service [ Administrator
----- [] Delayed Start

----- [ Pause

Figure 10 Create New Group window

2. Enter the Group Name and Description. The group name can not be changed
after creation. The group name can be up to 30 characters and can include a
blank (excluding the first or last character) and other special characters, such as
hyphens. The description may be a list of privileges the user has as a member of
the group.

3. Select Permissions by selecting the corresponding activity check box. A check
mark is displayed. To allow all activities in al/l categories to be performed, select
Select All Permissions check box.

4. (Optional) Select one or more of the predefined groups as assigned to the new
group.

5. Click Save Group.
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Appendix B History File Events by Logging Threshold
Level

Table 4 Logging Threshold and Corresponding Events

Logging Threshold
Event Affecting: Severe Warning# Info$
e Checksum NA NA Restore Checksum?
e 21 CFR 11 NA NA Change 21CFR11 Setting
e Login Login Failure Exceeding Login Failure Login Success; Logout
Max
e Password NA Change Password Failure NA
e Password Expiry NA Max Grace Counts NA
Exceeded*
e Session Configuration NA NA Session Time-out
e E-Signature E-Signature Failure E-Signature Authorization E-Signature Authorization
Exceeding Max Failure Success
e User Authentication NA User Authentication Failure | User Authentication
Success
e User Account NA Modify User Account
e User Account NA Account State Change Create User Account
Failure$$

T Inthe Event Log Configuration dialog box, selecting Warning as the threshold displays all Warning and Severe Events
§ Inthe Event Log Configuration dialog box, selecting Info as the threshold displays all Info, Warning, and Severe Events
# Indicates the user selected to restore the checksum when opening the file.

FtAfter being notified that the password has expired, the user can two log in two more times with the expired password.
After the two-login grace count is exceeded, this warning occurs at each log in attempt using the expired password.

§§The Administrator changed the status of the user account, for example, from suspended to retired.
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